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Course Overview 
Use Maintain Users to grant temporary emergency access to users when administrative privileges are 

required. 

This guide explains how to grant and revoke emergency access in CorrecTek Spark. 

Use This Guide When 
• Emergency access needs to be granted to a non-admin user 

• Emergency access needs to be revoked 

What You’ll Be Able to Do 
• Grant emergency access to a user 

• Revoke emergency access from a user 
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Spark Desktop 

From the Spark Desktop, click Utilities. 

 

Utilities 

Select Categories and Utilities from the sub-menu layout. 
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Select Administrative, then Maintain Users. 

Click Select. 

 

Maintain Users 

The Maintain Users screen opens. 
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Granting Emergency Access 

Use this procedure to immediately elevate a user’s system permissions during an operational 

emergency.  

Highlight the user in the list then click Emergency Access. 

 

A verification prompt will open. Click Yes to grant the user Emergency Access. 

 

The user now has temporary administrative privileges. These advanced permissions will remain 

active until the Emergency Access toggle is manually turned off. 
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Revoking Emergency Access 
Use this procedure immediately after an emergency event concludes to restore normal system 

security boundaries. Highlight the user in the list, then click Emergency Access (this button acts as an 

on/off toggle). 

 

For more information regarding buttons on this screen, see Maintain Users reference. 

A confirmation dialog box will appear on the screen. Click Yes to proceed with revoking access. 

 

This user’s account instantly drops back to its original restricted security roles. 

When modifications are complete, click X to close the Maintain Users screen. 
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Return to Spark Desktop 

Click TODAY to return to the Spark Desktop. 

 

Related Courses 

• Maintain Users 
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References 

Maintain Users 

 

Add: Adds a new user. 

Edit Login Name: Edits the user’s login name. 

Manage Display Names: Manages the name that displays in CorrecTek and allows users to select a 

time frame for each name. 

Delete: Deletes the selected user. This should only be done if a user is entered in error or can’t be 

modified. 

Copy: Copies the selected user. 

Set Password: Resets the password. 

Enroll Fingerprints: Enrolls the user’s fingerprints. 

Suspend: Suspends the user from the system. This is the best practice to use when a user leaves 

the facility. 

Assign Departments: Assigns departments to a user. 

Show Departments: Displays a list of departments each user is assigned to. 

Assign Contact: Assigns a contact. 

Edit Contact: Edits the associated contact record. 

Clear Contact: Removes the contact associated with the user. 

Print List: Prints the list of users. 

Single Step Login: Creates a Single Step Login that is used in conjunction with the user's Windows 

username. 

Log: Displays the user's activity log. 
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Emergency Access: Grants or revokes emergency access for the selected user. 

User Preferences: Sets the user’s preferences. 

View: Opens a record of the user’s information. 

 Return to Revoking Emergency Access. 


