Granting Emergency L@j
Access e

elLearning

Course Overview

Use Maintain Users to grant temporary emergency access to users when administrative privileges are
required.

This guide explains how to grant and revoke emergency access in CorrecTek Spark.

Use This Guide When

e Emergency access needs to be granted to a non-admin user
e Emergency access needs to be revoked

What You'll Be Able to Do

e Grant emergency access to a user
e Revoke emergency access from a user
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Spark Desktop
From the Spark Desktop, click Utilities.
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Utilities

Select Categories and Utilities from the sub-menu layout.
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View
@ Ttilitiez Ribbon
Overview The Utilities Ribbon is used manage Administrative Utilities and Tasks.
To begin managing your Dictionary entries, use the "Categories’, 'Utilities', and ‘Description’ check boxes in the ribbon above.

Check Boxes Check Box Usage

Displays a Category list of
Utilities available within the

Categories application from an
Administrative point-of-view.
Once a Utility Category is

Utilities selected, checking this box will

display all Utilities available
within this Categary.
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Select Administrative, then Maintain Users.

Click Select.
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Maintain Users

The Maintain Users screen opens.

Maintain Users

search:| | [ showbeletes [ show Suspended :ﬁa Maintain Depariments

—Users:

e w

¥ zm . . . O peei
{}3 Add 0 Edit Login Name ? Manage Display Names @ Delete | Copy E\tE Set Password :@J Enroll Fingerprints @ Suspend ? Assign Departments D Show Departments
gﬁ: Assign Contact ﬁ- Edit Contact & Clear Contact @ Print List 2_ Single Step Login & Log E Emergency Access @ User Preferences :I:I: Wiew

gﬁ: SYSTEM POLICY - "Display the User's Assigned Contact Name if no Assigned Display Names” IS IN EFFECT m Help on User Names # Fix Missing Users

Display Mame /| Login Name ‘ UserName | Deleted/ Suspended ‘ g::[ed | g;eated | gil:guliogm | Contact | Er::rrgency |
ADMIMN User - All Departments. ADMIMALLDEPTS ADMINALL 10-15-2025 Wed UMCKAYLAP Configuration Review CorrecTek No
S S O T B Y TR
Christa CorrecTek cdubrock COUBROCK 05-06-2026 Wed UMCKHOPPER Christa CorrecTek

Dennis Dentist dds oos 05-26-2026 Tue  UMCKHOPPER Dennis Dentist No

ERXADMIN ERXADMIN ERXADMIN 11-10-2025 Mon  UMCKAYLAP eRx Admin CorrecTek No

Kristen V Doe adminkh ADMINKH 03-09-2026 Mon  ADMINALL Kristen ¥ Doe No
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Granting Emergency Access

Use this procedure to immediately elevate a user’s system permissions during an operational
emergency.

Highlight the user in the list then click Emergency Access.

E Maintain Users

- Users:

-
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' seng - - & - -~ - 9 J- - 2 IE EmergencyAccegs W - -
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» - - Te wo i brege o' New . - - e ~ - - e - - -
, . | Created Created Single Emergency
D|splayName77 / VLogln Name ”UserName | Deleted/Suspended | pate sy | stepLogin | Oor}tact | User
- - ’ o s . - A . - e .

A verification prompt will open. Click Yes to grant the user Emergency Access.

Confirm Action

3 1 This will grant emergency access to this user.

Daing so will bypass any assigned department privileges.

Itis recommended that this action only be done in case of an
emergency.

Are you sure you want to grant emergency access to:
MEDRECT

Yes Mo

The user now has temporary administrative privileges. These advanced permissions will remain
active until the Emergency Access toggle is manually turned off.
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Revoking Emergency Access

Use this procedure immediately after an emergency event concludes to restore normal system

security boundaries. Highlight the user in the list, then click Emergency Access (this button acts as an
on/off toggle).

lzi Maintain Users
-

|-users:

2 - . ase - - - -
.- - s e e -— wlfl - — -» - » v
Py o— - | - &S Cwe - &y’ /9 go Nay g % 1% Emergency Access O ks -
- oL - - . New T L = ¥) v - e - . -
v ’
. | N | | Created | Created Single ‘ Emergency
"D|splay Name o | Login Name | UserName Deleted/Suspended Date J,BY | stepLogin 7701(3(3 - | user |
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For more information regarding buttons on this screen, see Maintain Users reference.

A confirmation dialog box will appear on the screen. Click Yes to proceed with revoking access.

Confirm Action

&, This will remove emergency access from user: MEDREC,
S privileges for this user will now be inherited from the

i department(s} he or she is a member of. Are you sure you
want to do this?

e |

This user’s account instantly drops back to its original restricted security roles.

When modifications are complete, click X to close the Maintain Users screen.

[Z] Maintain Users a
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5 : | | Created | Created | Single | Emergency

Display Name ! | Login Name | UserName ‘ Deleted/Suspended ‘qutg 1”81 | step Login ‘ Contact | user
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Return to Spark Desktop

Click TODAY to return to the Spark Desktop.
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Maintain Users
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Related Courses

e Maintain Users
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Maintain Users
cﬂ: Add Edit Login Name 3 Manage Display Names Delete Copy @] Set Password Efjﬂ Enroll Fingerprints @ Suspend Bﬁ'g Assign Departments D Show Departments
%D Assign Contact Edit Contact Q Clear Contact @ Print List R_ Single Step Login G% Log ﬁ Emergency Access @j User Preferences [I:Ij View Count: 17

Add: Adds a new user.
Edit Login Name: Edits the user’s login name.

Manage Display Names: Manages the name that displays in CorrecTek and allows users to select a
time frame for each name.

Delete: Deletes the selected user. This should only be done if a user is entered in error or can’t be
modified.

Copy: Copies the selected user.
Set Password: Resets the password.
Enroll Fingerprints: Enrolls the user’s fingerprints.

Suspend: Suspends the user from the system. This is the best practice to use when a user leaves
the facility.

Assign Departments: Assigns departments to a user.

Show Departments: Displays a list of departments each user is assigned to.
Assign Contact: Assigns a contact.

Edit Contact: Edits the associated contact record.

Clear Contact: Removes the contact associated with the user.

Print List: Prints the list of users.

Single Step Login: Creates a Single Step Login that is used in conjunction with the user's Windows
username.

Log: Displays the user's activity log.
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Emergency Access: Grants or revokes emergency access for the selected user.
User Preferences: Sets the user’s preferences.

View: Opens a record of the user’s information.

Return to Revoking Emergency Access.
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